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Introduction
This literature review and laboratory analysis satisfies deliverable number PNNL 13R1.06.1.2F within Project 6.1, NILM Assessment. Initially the PNNL team identified a number of candidate nonintrusive load monitoring (NILM) technologies available or under development for use in residential homes, with 16 in total, for inclusion in the study. From these 16 initial candidates, only 6 were ultimately selected for testing due to both price and availability.
While all these technologies are advertised as accomplishing the same end goal of disaggregating a home's total electrical load into its major components, they take different technical approaches for doing so. To facilitate the analysis, each of these technologies was sorted into one of three technology categories based on the methods they employ to disaggregate electrical loads: current transformer (CT) based devices (installed in the breaker panel), meter devices installed at the utility meter on the exterior of the home, and software-only-based solutions which rely on third-party hardware to collect and transmit the data to vendor servers where the data are accessed, processed, and presented as disaggregated energy use.
1) Current Transformer (CT) Based Devices:
This category of device relies on field-installed CTs along with voltage taps to directly measure whole-house energy use. Load disaggregation takes place after data are uploaded to the vendor's servers where analytics are applied. 2) Utility-Meter-Based Devices: This category of device uses single-point metering installed at the utility meter, typically a collar or meter base to which the utility meter is installed. A major benefit of this technology is that it does not require installation in the customer's electrical panel.
As with the CT-based devices, load disaggregation takes place after data are uploaded to the vendor's servers.
3) Software-Only Solutions: Software-only-based systems rely on third-party hardware to collect and transmit the energy-use data to a vendor's server where the load is disaggregated using the software algorithms.
The six technologies included in the final study featured two products of each type and are shown in Table 1 below. More-detailed descriptions of the six technologies included in the PNNL and NEEA study are given below. Belkin: Belkin is currently developing a NILM product that is designed to be installed at the external utility meter of a home, though the final commercial product may be installed in the breaker panel with CTs. This device then tracks and transmits load usage data to a central cloud server where the total load is disaggregated into its base components based on algorithms developed by Belkin. Users will eventually be able to access their data from a website-based dashboard that displays their electricity use by common appliances once the product is commercially released.
Bidgely: Bidgely offers a cloud-based software program that collects meter data from third-party hardware, such as The Energy Detective (TED). Bidgely does not manufacture hardware of their own, and uses analytical algorithms to disaggregate energy consumption. Once disaggregated, the software presents the user with recommended behavioral changes or appliance replacements to conserve electricity based on the disaggregated electricity consumption data. The Bidgely website reports that the software learns energy use behavior without any plug-level sensors, suggesting that the software has an automated learning capability and that there is no training period where the user must manually tell the unit which loads are operating. The algorithm also requests that users enter information about themselves to improve the accuracy of the disaggregation. The service is compatible with many other energy metering products (such as TED 5000 or Wattless), or with smart meters equipped with ZigBee® interfaces. For both the PNNL and NEEA test homes, data will be collected and sent to the Bidgley servers via panel-installed TED units.
The Energy Detective 5000 (TED 5000
TM ): A commercially available residential energy meter, the TED 5000 (versions are available for both single and three-phase) is installed in the breaker panel. The system is installed with CTs at the power mains into the panel and voltage taps at two unused breakers-one for each phase. Data are collected and delivered using power-line carrier technology through the home's existing electrical wiring to a gateway device connected to the home's internet service, which then uploads the data to a cloud-based server. The product combines both the metering hardware as well as a software application. In order to disaggregate the home's load, users must manually "teach" the program when certain appliances are operating based on event recognition. This product can reportedly disaggregate up to five appliances and produce energy conservation suggestions for the user based on energy use data.
Energy-Aware:
The product, called the PowerBlaster TM , combines metering hardware that is installed at the electrical panel (CTs and voltage taps similar to the TED), to measure energy use. Data are collected and transferred using power-line carrier technology to a gateway where they are uploaded to the company's servers. Once uploaded, the user can reportedly access and disaggregate the data via web-based analytical tools. The Energy-Aware product reportedly does not have a limit on the number of appliances it can disaggregate, and does not require the users to manually teach the algorithm which electrical loads are currently operating to improve the disaggregation.
Enetics: This device, called SPEED TM (Single Point End-use Energy Disaggregation), includes metering hardware and software packages for disaggregating loads and generating reports on individual appliance energy consumption. The system is designed to be installed at the home's external power meter coupled with an interior device that reads interior home temperature. Data collected by the meter is uploaded and processed via algorithms to determine the load distribution among appliances in the home. While the system is primarily intended for use by utilities or property management organizations, the company is reportedly interested in becoming involved in the home NILM market by producing a system that is intended to be directly used by homeowners.
PlotWatt:
PlottWatt has developed a software-only tool for disaggregating residential load data collected from a preexisting utility smart meter (such as WattVision) or panel-installed meter (such as TED 5000 TM ). The product is currently available to the public for use with a limited number of smart meters and power meters, with more expected in the future. The software is free for residential users. Data collected by the meters is uploaded to the company's cloud-based server and then disaggregated.
Literature Review
Testing each of these technologies requires the development of testing protocols and metrics that measure the accuracy of load disaggregation, applicable to all three of the identified product groups. Prior to the development of these testing protocols, a literature review was conducted to assess what, if any, conventions presently exist for testing these technologies. This literature review was also intended to identify other laboratory or field evaluations of NILM devices and to survey the protocols and metrics used. A general finding of this literature review was that a consistent set of NILM evaluation metrics or protocols has not been previously developed or described in the literature. Interviews with technology manufacturers further reflected a lack of consensus with regard to NILM evaluation metrics, as many were themselves uncertain about what norms or best practices, if any, existed for testing NILM disaggregation results.
In all, over 50 technical papers, reports, presentations and research papers were identified and reviewed as part of this effort; Appendix A presents 35 of the most relevant documents reviewed. In addition, standard testing protocols for similar electrical metering equipment were examined. As an outcome of this review, three documents referencing protocols for testing and evaluating NILM technologies were identified to have relevance to this task (Ziefman et al. 2011 , Zoha et al. 2012 .
Although not included in this literature review due to accessibility and expense challenges, the Electric Power Research Institute (EPRI) has reportedly conducted some laboratory assessments on the accuracy of four available residential NILM technologies. Their report, published in May, 2013, (copies may be purchased from EPRI for $25,000) and includes a summary of available technologies, taxonomy of NILM technologies, and the results of EPRI's laboratory evaluations.
Given the absence of consensus within both the literature and from the manufacturers, a testing protocol was developed with input from both parties and following guidelines developed by Liang to create a series of metrics for product evaluation.
Laboratory Protocol
Due to the variation found in the available NILM technologies, testing protocols had to be developed to evaluate the NILM technologies in a consistent, equitable, and repeatable manner. Testing protocols were designed to be agnostic to the technical approach employed by each product, quantifying only the disaggregation accuracy while excluding any other considerations from the analysis (such as ease of use, price, etc.).
Specifically, this protocol was designed only for technical assessment purposes. The developed protocol will evaluate technologies along two primary dimensions. First, each technology will be tested with regard to the metering hardware that is installed in either the breaker panel or power meter itself (referred to here as "Monitoring Metrics"): the equipment's ability to correctly detect operational characteristics of a load, load magnitude, load duration, and coincidence of several loads simultaneously. In the case of the software solutions, the reliant metering hardware, while not part of the vendor product, will be assessed for performance.
The second metric is designed to evaluate the load disaggregation technology based on its disaggregation performance (denoted collectively as "Disaggregation Metrics"): specifically unique event detection, event disaggregation, overall event accuracy, event power use, energy share of total home load, and repeatability of performance. See Table 2 below for a list of the criteria under each metric. 
Repeatability
Execution of these testing protocols will be conducted in in two stages: the first will occur in August and September, 2013, in the PNNL Lab Homes once all technologies have been acquired, installed, and configured. During this phase both homes will be used to evaluate the accuracy of the NILM regarding the aforementioned performance parameters using a series of simulated resistive (such as electric resistance heaters) and reactive (such as the motor in a washing machine) plug loads on a set schedule in accordance with the testing protocols over a two-week period. The second stage will be conducted in both the PNNL Lab Homes and the NEEA Residential Test Bed homes for approximately one year of data collection where the meters are allowed to run in the background during normal occupation of the homes and will be subject to the dynamic loads of typical household operation.
The initial two-week protocol testing period in the Lab Homes will be used to extensively test the technologies in a controlled setting to determine their sensitivity to and accuracy with different load types, magnitudes, durations, and frequencies, and under coincident loads, in a standardized manner. Meters installed in the NEEA Residential Test Bed Homes will not be subject to any specific test protocol or have any set duration, and will instead be used as the basis for assessing the accuracy of disaggregation under real-world conditions in owner-occupied homes. These initial tests will be used to make preliminary observations regarding the accuracy of each technology under controlled conditions. Appendix B presents the Lab Homes NILM test protocol in more detail.
The subsequent testing of each technology will be conducted by virtue of the meters remaining in place in both the PNNL Lab Homes and in the NEEA Residential Test Bed homes over the coming year and may serve as the basis of a broader analysis about the accuracy of their disaggregations over a prolonged period of time and over different occupancy patterns. The metering and sensor equipment used in the Lab Homes to measure the loads that are not directly associated with NILM technologies are covered in detail in Appendix C. This protocol is designed to facilitate the evaluation of a variety of the NILM technologies in a consistent, unbiased, and repeatable manner. Because of the variety of new and existing NILM offerings (both hardware and software solutions) this protocol was purposely kept general and as encompassing as possible.
The protocol was designed for technical assessment and not for assessment of market potential or acceptance. It is designed to give guidance for application and not competitive advantage or status.
B.1 Definitions
Consistent Load: Electrical loads that will engage or disengage independently of direct action from the user and are "always on." These loads may alternate between an active and inactive state as needed/required. In some instances these loads operate completely automatically and independently of the user's input, such as refrigerators or water heaters which do not require user interaction to operate as intended. Other loads operate automatically according to user-provided settings, such as resistance heaters which will activate as necessary to achieve the user's desired temperature. In both of these instances the devices are active in the background and alternating between an inactive state that uses little to no electricity, and an active state.
User-Activated Load: These loads can vary from type of appliance, but require the user to directly interact with the load in order to become active. These loads may or may not disengage themselves automatically after a set function or interval of time has passed (such as a sleep timer on a TV, or the function of a toaster), but they do not automatically enter an active state from an inactive state without user intervention.
Metering Hardware: Refers to the physical metering components that must be installed in the home to meter or record electrical load use data. This also includes any additional components, such as communications equipment or gateways that are required to transmit the collected load data to software or a vendor's remote server.
Metering Software: Any software, located either integral to the NILM or at the vendor's remote server, which processes raw electrical load use data and disaggregates these into its component electrical loads.
NILM Technology:
Refers to any combination of physical hardware, metering equipment, software, or remote vendor-based disaggregation services from a single manufacturer that was sold with the explicit intention of being used to disaggregate the electrical load of a home with a single metering point.
B.2 Instrumentation Specifications
All vendor supplied metering equipment is to be installed as directed by accompanying product literature in order to test the NILM technology in a state that is as close to the manufacturer's specifications as possible. No deviation from the installation guidance is expected to ensure that the metering hardware will collect data as accurately as possible. Additionally, no calibration or alteration of either the metering hardware or software is expected; each technology is to be tested "as is" from the manufacturer in a state that the end-consumer would receive it. Precautions will be taken to secure the metering hardware in place where necessary, specifically for CT sensors, with plastic zip-ties to prevent sensors from shifting and interfering with any other equipment. All subsequent setup or configuration of the metering hardware will be conducted following the steps specified in the owner's documentation accompanying each technology. This also includes establishing any necessary connection between the metering hardware and associated software or vendor-based disaggregation algorithm services.
B.3 Load Testing Protocol
Load testing of individual system components will take place first to verify test equipment, communications systems, load activation procedures, and all metering. In most cases, loads will be activated automatically according to a schedule uploaded to custom electrical panel installed in each of the PNNL Lab Homes. These electrical panels, 42-breaker modified commercial lighting panels specifically designed for this application, use motorized breakers to turn on and off circuits according to a programmed schedule. Installed with this panel is a multi-channel, true-power, data logging system that affords circuit-level metering of all 42 defined breakers. This programmable panel and multi-channel data logger form the load control and the baseline reference data collection systems necessary for NILM evaluation. Appendix C provides further details on these two systems. Once all system components are verified, the individual load testing will begin first with the individual loads and then the multi-load protocols.
B.3.1 Load Testing Protocol: Individual Loads
The following steps are proposed for the individual (i.e., single load) testing procedures.
1.
Verify that all loads are operating correctly prior to testing. Malfunctioning loads may not be recognizable to the meters, or individual components within the appliance or device itself may not be fully powering up, producing erratic or invalid testing results. Operate each load prior to testing and consult the home's data logging system to verify that the load in question is powering up and functioning correctly.
2.
Prior to testing any appliance or electrical load, determine if the load is a consistent load or a useractivated load. Be aware that some consistent loads may require manual activation during the testing protocol, as may be the case with electric heaters if the home's temperature is above the current set point, while others will automatically engage over time. If the load is user/panel activated, note if there are a variety of modes that the user may select. Washing machines, for example, commonly have different wash modes that run shorter or longer than others, and may also have different load profiles between modes.
3. Make note of which appliances have a consistent load even when switched off by consulting the home's data logger system while testing user/panel-activated loads. These loads should be completely disengaged, either by unplugging or turning off at the breaker panel, prior to the testing of other loads as their inactive state load use may interfere with the testing of other equipment.
4.
Before the testing period, note the time on the home's data logger/electrical panel display, the NILM technology's display (if present), and local accurate clock. It is important to make note of which time each system is displaying for reference before and after testing period to match the time stamps of the load disaggregation and sub-meter readings.
5.
Activate the electrical load by turning the appliance on (or allowing the programmable panel to operate) and selecting the desired use mode (if applicable). If the appliance has multiple modes that the user is required to choose from, treat each consecutive mode individually (i.e. each mode is an individual and unique load). Do not change modes during the operation of that load unless the device or appliance does so automatically. Manually record the time that the load was powered up, as well as the time that the load ended -all testing durations will be according to a prescribed schedule by load and load type -see Section B.4.1 below for scheduling protocol.
6. After running the load for the specified duration, completely power down (or allow the panel to control) the device or appliance. If the device has an inactive state, unplug or disengage the breaker for that load to prevent its interference with other loads.
7.
Execute steps 1 through 6 for all scheduled devices as part of the PNNL Lab Homes protocol, recording the times that each load was tested (beginning and end) and according to the schedule protocol in Section B.4.1.
8.
Match the sub-metering data with the load disaggregation data received from the NILM vendor or vendor web site for each of the NILM technologies. These two data sets will form the basis for NILM evaluation according to evaluation metrics presented below in Section B.4.2.
B.3.2 Load Testing Protocol: Multiple Loads
The multiple load protocol will follow the same procedure as the individual load testing except specific (multiple) electrical devices will be cycled on over the testing period to verify accuracy with coincident device use.
Multiple load testing will make use of the controllable breaker panel to initiate and terminate device runtimes according to propose schedules. It is anticipated that load activation will be staggered by predetermined intervals (2 minutes and 10 minutes are proposed) to allow recognition in the accompanying data sets.
B.4 Load Testing Protocol: Monitoring and Disaggregation Metrics
The defined protocol will explore two key performance metrics; monitoring metrics (i.e., the ability to correctly assess load, load magnitude, and duration) and disaggregation metrics (i.e., the ability to accurately determine and classify specific loads and events). These are defined/described in the subsequent sections.
B.4.1 Monitoring Metrics
This portion of the protocol focuses on specific loads and load types, as well as load functional states. Presented below are recommended load types and proposed magnitudes. The loads are to be representative of "typical" residential equipment and have a mix of resistive and reactive power characteristics. The values and ranges presented are considered as "sample" magnitudes; actual magnitudes will be specific to the proposed test load and be determined at time of testing. 
B. 4.1.1 Operational Characteristics and Load Scheduling
For each of the above wattage protocols (low, mid, and high) a schedule of load duration has been proposed. This schedule was developed based on typical residential load activation patterns, the recognition of evaluation limitations of vendor-based NILM systems, and the need for efficient testing protocols.
The evaluation load and activation schedules incorporate one-minute, ten-minute and one-hour load activations. While sub one-minute load durations were initially considered, after review of typical residential load patterns and discussions with NILM vendors it was decided that this was too narrow an interval and may be better left for a Phase 2 testing protocol.
The proposed load schedule follows a progression from the low to high wattage loads. For each of the sample loads within the three categories (low wattage, mid wattage, and high wattage), a 1-minute, 10-minute and 1-hour load duration is proposed. Additionally, each load will cycle on and off at a predetermined frequency within that load duration window.
By way of example, consider the low-wattage protocol (a 25-watt incandescent lamp) and the one-minute duration schedule. This protocol is defined such that the lamp will cycle on for one minute and off for one minute. This pattern will repeat for four cycles before moving to the next low-wattage load, perhaps a 70-watt linear fluorescent fixture. After the low-wattage protocol is completed, the mid-wattage and high-wattage protocols will be executed. This progression will be complete when all loads have been cycled through the one-minute, ten-minute, and one-hour schedules.
For the multiple load protocol, the proposed schedule includes the 10-minute and 1-hour load activation intervals; the 1-minute activation with multiple loads requires too many cycles for accurate control.
B.4.2 Disaggregation Metrics
To evaluate disaggregation accuracy, a set of metrics was developed based on work proposed by Liang and Ziefman (Liang, et.al. 2010 , Ziefman, et.al. 2011 . The metrics proposed below allow for a comparison between NILM reported events and load magnitudes with the actual event information. The metrics are presented as a series of calculated accuracy values, specific to the event activity.
A. Event Detection (single and multiple events, metric reported as percent accuracy)
Detection Accuracy is a ratio of the correctly detected events over the total number of events detected by the NILM including the effects of wrongfully detected (false positive) events. In other words, out of all the loads the NILM detected, including false positive events, what percentage were correctly detected:
Where:
True events = Number of actual events Detected events = Number of detected events (i.e., total detected events including false events) Properly detected events = Number of accurately detected and classified events (i.e., accurate specific event and event classification) Wrong events = Number of wrongfully detected events (i.e., false positive events) Missed events = Number of missed events (i.e., events not detected)
B. Event Disaggregation (correct disaggregation of single and multiple/coincident events)
Disaggregation Accuracy is a measure of ration of the number of events the NILM properly identified and classified over the number of events the NILM detected which were true events. In other words, out of all the loads/events the NILM detected that were real events, what percentage was disaggregated correctly? This describes how well the NILM is able to disaggregate the loads in identifies.
{( ) ( )}
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C. Overall Event Accuracy (correct disaggregation of single and multiple/coincident events)
Overall Accuracy is a ratio of the number of correctly identified and classified events over the number of actual events. In other words, it is a measure of "theoretical" accuracy where 100% would mean the NILM identified every real event, did not register any false positive events, and classified all events correctly. Energy Accuracy is a measure of accurate energy use by individual appliances (single use), multiple appliances (coincident single uses), and multiple appliances over a duration (multiple uses/multiple cycles).
{ }

Where:
Measured energy = energy measured by meter (watt-hours) over the defined interval NILM energy = energy measured by NILM (watt-hours) over the defined interval The Square D Powerlink G3 offers programmable and controllable breakers affording the ability to schedule on/off events at 1-minute resolution intervals.
C.1.1.1 Specifications
Square D Powerlink G3 Controllers accept commands from both dry-contact inputs and serial communications. Typical control devices include low voltage pushbutton wall switches, occupancy sensors, photo sensors, card access, and building automation systems. Input timers, with settings from 1 second to 18 hours, can also be incorporated into the input configuration to provide timed override control It combines the control, input, and scheduling features of the other systems with the added benefit of embedded Ethernet connectivity.
It provides control capabilities and communication with a true peer-to-peer (P2P) control network to allow different controllers to share input signals, schedules, and lighting zone states.
Ethernet connectivity reduces network installation costs and enhances reliability by eliminating the need for a dedicated lighting control network.
Ethernet infrastructure can also be more cost effective: it uses commonly available off-the-shelf components rather than manufacturer-specific proprietary components.
It provides enhanced system reliability: local IT staff can quickly diagnose and resolve most problems associated with the network infrastructure.
Web-enabled benefits include: ability to override zones, change schedules, and view system status from the convenience of a standard web browser. 
C.2 Reference/Baseline Metering Data Logger
C.2.2 Communications Protocols
The CR1000 supports the PakBus, Modbus, DNP3, TCP/IP, FTP, and SMTP communication protocols. With the PakBus protocol, networks have the distributed routing intelligence to continually evaluate links. Continually evaluating links optimizes delivery times and, in the case of delivery failure, allows automatic switchover to a configured backup route.
The Modbus remote terminal unit (RTU) protocol supports both floating-point and long formats. The data logger can act as a slave and/or master.
The DNP3 protocol supports only long data formats. The data loggers are Level 2 slave compliant, with some of the operations found in a Level 3 implementation.
The TCP/IP, FTP, and SMTP protocols provide TCP/IP functionality when the CR1000 is used in conjunction with an NL115, NL120, or third-party serial internet protocol (IP) device.
